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Take the security of your ASP.NET Web API to the next level using some of the most amazing security
techniques around

About This Book

This book has been completely updated for ASP.NET Web API 2.0 including the new features of●

ASP.NET Web API such as Cross-Origin Resource Sharing (CORS) and OWIN self-hosting
Learn various techniques to secure ASP.NET Web API, including basic authentication using authentication●

filters, forms, Windows Authentication, external authentication services, and integrating ASP.NET's
Identity system
An easy-to-follow guide to enable SSL, prevent Cross-Site Request Forgery (CSRF) attacks, and enable●

CORS in ASP.NET Web API

Who This Book Is For

This book is intended for anyone who has previous knowledge of developing ASP.NET Web API
applications. Good working knowledge and experience with C# and.NET Framework are prerequisites for
this book.

What You Will Learn

Secure your web API by enabling Secured Socket Layer (SSL)●

Manage your application's user accounts by integrating ASP.NET's Identity system●

Ensure the security of your web API by implementing basic authentication●

Implement forms and Windows authentication to secure your web API●

Use external authentication such as Facebook and Twitter to authenticate a request to a web API●

Protect your web API from CSRF attacks●

Enable CORS in your web API to explicitly allow some cross-origin requests while rejecting others●

Fortify your web API using OAuth2●

In Detail

This book incorporates the new features of ASP.NET Web API 2 that will help you to secure an ASP.NET
Web API and make a well-informed decision when choosing the right security mechanism for your security
requirements.

We start by showing you how to set up a browser client to utilize ASP.NET Web API services. We then
cover ASP.NET Web API's security architecture, authentication, and authorization to help you secure a web
API from unauthorized users. Next, you will learn how to use SSL with ASP.NET Web API, including using
SSL client certificates, and integrate the ASP.NET Identity system with ASP.NET Web API.

We'll show you how to secure a web API using OAuth2 to authenticate against a membership database using



OWIN middleware. You will be able to use local logins to send authenticated requests using OAuth2. We
also explain how to secure a web API using forms authentication and how users can log in with their
Windows credentials using integrated Windows authentication. You will come to understand the need for
external authentication services to enable OAuth/OpenID and social media authentication. We'll then help
you implement anti-Cross-Site Request Forgery (CSRF) measures in ASP.NET Web API.

Finally, you will discover how to enable Cross-Origin Resource Sharing (CORS) in your web API
application.

Style and approach

Each chapter is dedicated to a specific security technique, in a task-based and easy-to-follow way. Most of
the chapters are accompanied with source code that demonstrates the step-by-step guidelines of
implementing the technique, and includes an explanation of how each technique works.
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From reader reviews:

Frank Hegarty:

Book is definitely written, printed, or illustrated for everything. You can know everything you want by a
publication. Book has a different type. We all know that that book is important factor to bring us around the
world. Beside that you can your reading skill was fluently. A guide ASP.NET Web API Security Essentials
will make you to possibly be smarter. You can feel much more confidence if you can know about every
thing. But some of you think in which open or reading any book make you bored. It isn't make you fun. Why
they can be thought like that? Have you in search of best book or suited book with you?

Curtis Graham:

In this 21st centuries, people become competitive in every single way. By being competitive right now,
people have do something to make these individuals survives, being in the middle of often the crowded place
and notice by means of surrounding. One thing that occasionally many people have underestimated the item
for a while is reading. Yeah, by reading a e-book your ability to survive raise then having chance to stand up
than other is high. For you who want to start reading the book, we give you this ASP.NET Web API Security
Essentials book as nice and daily reading book. Why, because this book is greater than just a book.

Sergio Hawkinson:

Exactly why? Because this ASP.NET Web API Security Essentials is an unordinary book that the inside of
the book waiting for you to snap the idea but latter it will jolt you with the secret the item inside. Reading
this book adjacent to it was fantastic author who else write the book in such amazing way makes the content
on the inside easier to understand, entertaining method but still convey the meaning completely. So , it is
good for you for not hesitating having this any longer or you going to regret it. This book will give you a lot
of benefits than the other book have got such as help improving your skill and your critical thinking means.
So , still want to hesitate having that book? If I had been you I will go to the book store hurriedly.

Joseph Chitwood:

As we know that book is significant thing to add our expertise for everything. By a reserve we can know
everything we really wish for. A book is a set of written, printed, illustrated or even blank sheet. Every year
ended up being exactly added. This guide ASP.NET Web API Security Essentials was filled in relation to
science. Spend your free time to add your knowledge about your scientific research competence. Some
people has several feel when they reading any book. If you know how big good thing about a book, you can
sense enjoy to read a e-book. In the modern era like at this point, many ways to get book that you wanted.
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